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Abstract—Cloud Computing(CC) has been envisioned as the
next production architecture of Information Technology
(IMEnterprise. In contrast to accepted solutions, anywhere
the IT services are under proper physical, logical and
personnel controls.CC moves the application software and
databases to the max data centers, where the organization of
the data and services may not be fully dependable. With CC
and storage services, data is not only stored in the cloud, but
routinely shared among a max number of usersin a group.
In this project, Hierarchy Attribute-Based
Encryption(HABE) scheme is proposed for shared data with
large groups in the cloud. Hash signatures are used to
compute verification information on shared data, so that the
authority is able to audit the correctness of shared data, but
cannot reveal the identity of the signer on each block. Hash
signature and Keys are generated by hierarchical accesstree
Implementation of auditing scheme to perform efficient
public to protect both identity and data privacy in cloud
environments. Also users can access the data from data
owner through cloud provider in real time dynamic cloud
environment.

Keywords—cloud data, cloud ahbrity, security, clouc
storage, auditing strategy.

l. INTRODUCTION
CC is an emerging technology which provider a lot
opportunities for online sharing of resources ovises. One
of the fundamental advantages of CC is-as you-go
pricing model, whereustomers pay only according to th
usage of the services. Cloud Quuting is an interne
oriented computing.
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Fig.1: CC Architecture

It dynamically delivers alas a service over the internet b
and on user demand, such as netwistorage, operating
system, hardware, software and resources. Theselard
services types:

Saa$

I-Iighlyscalableinhnmbasedagplicaﬂuns Google Docs, acrobat.com,
| are hosted on the cloud & offered a5 services | salesforce.com
to the end user.

Hore the platforms used to design, develop, ;‘;m Senvice Platform,
build & test applications are provided by the|| 10O,

PaaS

dloud infrasructue, Guoogle App Engne,
In this pay per use model, services like Amazon Web Services,
I a aS | storage, %mhm management & compute | GoGrid, 3 Tera
capabilities are oftered on demand,
Fig.2: CC Services
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1.1 Software as a Service In this model, a full application
is to be had to the customer, as a service on deén#dane
instance of the service runs on the cloud & mutighd
users are serviced. On the patron’s side, themne iseed for
open investment in servers or software licenselenfor the
provider, the costs are lower, since only a singlguest
needs to be hosted & maintained. Today SaaS isedffey
company such as Google, Salesforce, Microsoft, Zetw
1.2 Platform as a Service Here, a layer of software or
development environment is encapsulated & accessibla
service, upon which other top level of service banbuilt.
The purchaser has the freedom to build his owniegdjon,
which process on the provider's infrastructure. et
manageability and scalability supplies of the amilbns,

aspect of size and scalability. IT department waltb need
to incur the capital and prepared costs for thepaed

resources. This is best right for applications \Wwhiteed
complete control and configurability of the infragtture and
defense.

Externally hosted Private Cloud

This type of personal cloud is hosted externallthve cloud
provider, where the provider facilitates an exalastloud
setting with full agreement of privacy. This is besited for
enterprise that doesn’t prefer a public cloud dugiting out
of physical resources.

Hybrid Cloud

Hybrid Clouds connect equally public and privateud

model. With a Hybrid Cloud, examine providers cdifize

PaaS provider present a predefined group of OS and3rd party Cloud Providers in a full or partial manrthus

application servers, such as LAMP platform (Lin&gpache,
MySqgl and PHP), Ruby etc. Google’'s App Engine,
Force.com, etc are some of the popular PaaS example
1.3 Infrastructure as a Service laaS provides basic
resources and computing capability as standardieedces
over the network. Servers, storage space systatsorking
equipment, data centre space etc. are shared am@ ma
available to handle workloads. The client wouldssleally
install his own software on the infrastructure. ®ogeneral
examples are Amazon, GoGrid, 3 Tera, etc.
CC is application as three types such as Publigatrand
Hybrid Clouds.
Public Cloud
Public clouds are owned and operate by third pahgy
distribute superior economies of range to patrass,the
infrastructure costs are reach among a mix of yuggving
each character client an beautiful low-cost, “Psyau-go”
model. All clients share the same infrastructurel pwith
limited pattern, security protections, and ease uske
variances. These are managed and support by tha clo
provider. One of the compensation of a Public cl@uthat
they may be better than an enterprises cloud, phogding
the ability to scale effortlessly, on demand.
Private Cloud
Private clouds are built completely for a singlejpct. They
aim to address concern on data security and oéfeget
control, which is naturally lacking in a public ald. There
are two variations to a private cloud using follow:

v" On-premise Private Cloud

v' Externally hosted Private Cloud
On-premise Private Cloud.
On-premise private clouds, also known as familialids are
hosted surrounded by one’s own data center. Thideimo
provides a more even method and protection, Hirhiged in

www.ijaers.com

increasing the suppleness of computing. The Hyblidid
environment is capable of providing on-demand, ba t
exterior provisioned scale. The ability to enlamyerivate
cloud with the wealth of a public cloud can be uged
administer any unexpected surges in workload.

Types of Cloud Deployment Models

Hyg'hieled e Cominis ity
/ Cliwint
Caanipintis \'.'. Himule
Database Stoamwge Database  Acornge

Sarvices  Servires Sarvicas  Sorvices

Priwate Clodied Pulbiic Clypaid

Fig.3: CC deployments

Cloud Storage system, is also recognized as Dattagst as a
service (DAAS), is the abstract of resources dasinterface
where resources can be administered on order. Glail
resources works on distribution file systems beeaafsits
ability to handle a countless volume of data eifedy.
Storage can be limited or remote. Cloud computsgadst
effective, safe and scalable but organization thed | of
random job available is a tricky work. Data easeusé
means data is available when never it is request.
Accessibility of data increases with augmentatiomumber
of duplication of data. But after accomplishmenspeecific
level of repetition, there occurs no growth in ¢adaility. So
it is improved to find an optimum level of dupligat.
Availability and replication ratio also depends owde
malfunction ratio. If failure probability is towery, more
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number of replication of that data is required. iS@mode
breakdown ratio is less, less duplication humbereisessary
for maximum file availability.
CC BENEFITS
Enterprises would want to align their applicatioss, as to
develop the architecture model that CC offers. Sofnthe
classic benefits are listed follows:

v" Reduced Cost

v"Increased Storage

v' Flexibility
Reduced Cost
There are a number of reasons to attribute Clocith@ogy
with lesser costs. The billing model is pay as y&age; the
infrastructure is not purchase thus lower mainteaamitial
cost and recurring fixed cost are much inferior ntha
traditional computing.
Increased Storage
With the huge Infrastructure that is offered by @lo
provider today, storage & continuance of large wudg of
data is a reality. Impulsive workload spike areatsanaged
successfully & efficiently, since the cloud can lsca
dynamically.
Flexibility
This is an enormously important quality. With eptéges
have to adapt, even more rapidly, to varying bussine
conditions, speed to deliver is significant. Claz@mputing
stresses on getting application to market verydigpiby
using the majority appropriate building blocks catspry
for deployment.

1. LITERATURE SURVEY

2.1 Bethencourt J et al.[1l]] complex access control on
encrypted data that is called as Cipher text-PoAttyibute-
Based Encryption. By using these techniques enedygata
can be kept congenital even if the storage sesvenfrosted,;
moreover, our methods are privacy against complexit
attacks. Previous Attribute-Based Encryption systemed
attributes to describe the encrypted data and pailty into
user's keys while in our system attributes are tsel@scribe

and the user's key. The cryptosystem of Shay ande®a
allowed for decryption when at leaktattributes overlap
between a cipher text and a private key. While phisnitive
was shown to be useful for error liberal encryptieith
biometrics, the lack of impressibility seems to itinits
applicability to larger systems. In our cryptosystecipher
texts are labeled with sets of attribute and pevetys are
connected with contact structure that manage whipher
texts a user is intelligent to decrypt. We disclase
applicability of our structure to sharing of auldiy data and
broadcast encryption. Our structure supports détegaf
private keys which subsume Hierarchical ldentitys®&h
Encryption (HIBE).

2.3 Joseph K. Liu et al.[4] In a fine-grained two-factor
access control protocol for web-based cloud compute
services, using a trivial security device. The devihas the
following properties:

(1) It can compute some light algorithms, e.g. hasidl
exponentiation; and

(2) It is tamper resistant, i.e., it is assumed timone can
smash into it to get the secret information stonsdie.

With this device, our protocol provides 2FA privadyirst
the user secret key (which is more often than noted
inside the computer) is required. In addition, geturity
device should be also coupled to the computer {brgugh
USB) in order to authenticate the user for acchesctoud.
The user can be granted access only if he has iteotis.
Furthermore, the user cannot use his secret keyawibther
device belong to others for the access. Our prbtolcains
fine-grained attribute-based access which proviaegreat
suppleness for the system to set varied accessypoli
according to different scenarios. At the same tinie
privacy of the user is also preserved. The clowgdesy only
knows that the user possesses some required &dtribut
not the real identity of the user.

24 Tsz Hon Yuen et al.[7] ABE only deals with
authenticated access on encrypted data in clouchgso
service. It is not practical to deployed in theeca$ access
control to cloud computing service: The cloud sem®y

a user's commendation and a revelry encrypting data encrypt a chance message using the access policyasks

determines a rule for who can decrypt. Thus, ouhods are
theoretically closer to traditional access managethods
such as Role-Based Access Control (RBAC). In agidljtive
provide an implementation of our system and give
performance capacity

2.2 Goyal V et al.[2] In an ABE system, a user’'s keys and
cipher texts are label with sets of descriptiveilaite and a
fastidious key can decrypt a particular cipher terty if
there is a competition between the attribute ofciipber text
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the user to decrypt it. If the user can successftigcrypt the
cipher text, it is allowed to access the cloud cotimg
service. Although this approach can fulfill the uggment, it
is highly inefficient. In this new idea, a user cealidate
him/herself to the cloud calculate server incognifde
server only knows the user acquire some necesHaityuée,
yet it does not be common with the identity of thier. In
supply a k-times edge for anonymous access corithal is,
the member of staff serving at table may limit aioutous
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set of user (i.e., personisers with the same set quality)
to access the system for a maximurinkes within a periot
or an event. Further otherccess will be denied. We al
prove the privacyof our instantiation. Ouisuccess result
shows that our scheme is practical.

25 Liang K et al.[3] To achieve more flexibility on -
encryption, many variantave been proposedroxy Re-
Encryption(PRE), IdentitBased PRE (IBPRE), ar
AttributeBased PRE (ABPRE). CPRE allows an encryp
connectedvith a condition to be converted to a new cij
text tagged with a new fornThe technologies ¢ IBPRE
and ABPRE are rathesimilar, and a main differenc
between them is ABPRE enjoys more expressivenedata
sharing.Furthermore, the above encryption is allowed tc
misshapen to another ciphext associated with a new stri
by a semi trusted proxy to whoa reencryption key is
agreed. Nonethelesshe proxy cannot gain access to
underlying plaintext. This new ancieman increase the
flexibility of users to delegate their decryptioights to
others. We also prove it as fully chosgphel text secure in
the standard model.

. SYSTEM ARCHITECTURE

CC service provider requires a system which can haa
large number of requests at a time. For proceg$iaduge
cloud of requests for data access permission,vieed t
be very available. System keemany copies of the blocks

data on different nodes by duplicate. A large numdie
replication strategies for management of replicagehbeer
implemented in traditional system. As a resulteplication,
data replications are stored on different nodes for high
consistency and ease of use. Replication factoedch dat:
block and replica placement sites need to be détedmat
first. In existing support data can be lost so his tpape!
propose improved secure perform in ABE to proteetdat

from loss. It present efficient constancy as aisermodel,
where a group of data owners that compose servimeder

can verify whether the data cloud update the dataoband
design user function table to change status of Bldé with

different metrics and proposed in fig 1
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V. INDENTATIONS AND EQUATIONS

4.1 Setup ()
The setup algorithm take as input a privacy paranieand
a small universe description U= {1, 2, 3.t}. It first runs G
(A) to obtain (p,GGr ,e), wtere G and andir are cyclic
groups of prime order . It then chooses g,u). G,anda,a}’
Zy, uniformly at random,for each attribut} U. It chooses a
random value Siy. Z* p and a collisio-resistant hash
function H:G— Z;,the public paramete PK = (G,Gr
e,0,uv,082 , e(g, 9*,T; =g vi,H). It outputs a master
public key and master secret key MS#:
4.2KeyGen ()
The key generation algorithm randomly picly. Z* p
K - ga gat
Ko=g'
Ki=T'ViEes
It outputs a transformation key and decryption
4.3 Encrypt ()
The encrypt algorithm use the public parametersssiangs
and access structure. Access structure consistdtridfutes
and their mapping.

C = yHMyHM) g

C, =M.e(g.8)*™

G=¢g
Cl,i — ga,Ai,vT—rl,ip(i)
D;; =g™vie{12,..,1}
C, = M.e(g.g)*
C;=¢g°
C2,i — ga,Ai,vT—rZ,ip(i)
D, =g'¥vie{12,..,1}

It output a cipher text€T as

Encrypted data CT=((4).¢, C4,Cy, Cy5, Dy, C, C3, Ci, D)
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4.4 Transform ()

This algorithm will generate the transformed cipher
text. This algorithm takes as input the public pzeters PK,
cipher text CT, and the transformation key TKs émeyate
the transformed cipher text CT'. It send the transfked
cipher text to the user.

< ]
(Hiel(e(cl,i' K;))- e( K;)(i); D1,i))mi)
= [e(g9)"/ e(g /"*/*/I] [(e(g @A

i€l
= e(g 8)*/”
< ]
[(Hiel(e(cz,i' K,o)- e( K;)(i)' Dz,i))mi)
= [e(g &)/ e(g )" "*/[] |(e(ggy™4iver”
i€l

= e(gg)*"”

T = [e(CL[

T, = [e(cz,

4.5 Decrypt ()

Decrypt algorithm uses the public parameters, foamed
cipher text, and decryption key. PK = (3,,e,g,u,v,dg? ,e(
g, g)u ’Ti = gSi ZQVI vH)

CT:((A:P)JA% 6' Clﬂ C,lﬂ Cl,i' Dl,i' CZ' C,Z' CZ,i' DZ,i'i )
CT'=(T=C,T, =C;,T;, T, =C,, T,).

RKs =z

4.6 Hierarchical Tree Algorithm

We present an implementation of the hierarchicale tr
algorithm on the individual time step algorithmetHermits
scheme) for collision N-body simulations, runningh o
GRAPE-9 system, a special future hardware accelefat
gravitational various body simulations. Such corabion of
the tree algorithm and the individual time stepoalhpm was
not simple on the prior GRAPE system mainly as
recollection addressing scheme was limited only
sequential access to a full set of unit data. Thesgnt
GRAPE-9 system has an indirect memory addressaniita
particle memory big adequate to store all partitd¢a and
also tree nodes data. The indirect memory addmgsstores
dealings lists for the tree algorithm, which is stwact on
host computer, and, according to the contact likisce
pipelines calculate only the connections necesdaryour
implementation, the interaction calculations arprapiably
reduced compared to direN? summation in the original
Hermit scheme. For example, we can archive abdattar
30 of speedup (equivalent to about 17 teraflopsjreg the
Hermits scheme for a simulation of 10° system, using
hardware of a peak speed of 0.6 teraflops for teentits
scheme.

its
to
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V. CONCLUSION & FUTURE WORK

In this paper, we currently enable data reliabiptpof and
constancy services over multi cloud system usingEAB
which helps in informative violation as much as gibk.
The cloud reliability model and local auditing, &
auditing that helps user to confirm the cloud sarprovider
(CSP) provide the promised constancy or not andtcthe
severity of the violations. Therefore system manito
consistency service model as well as level of dgi@ads
which helps the user to get the data in updatesiamerUser
can recognize various sub servers in CSP. ltasrasidered
to provide regular update mechanism to confirm rfragts
simply and provide the data to users after updaiidy.
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